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Senate Bill No. 267–Senator Wiener 
 

CHAPTER.......... 
 

AN ACT relating to personal information; authorizing the Office of 
Information Security of the Department of Information 
Technology to adopt certain regulations relating to 
encryption; revising provisions governing the protection of 
personal information collected by a data collector; and 
providing other matters properly relating thereto. 

 
Legislative Counsel’s Digest: 
 Existing law prohibits a data collector from moving any data storage device 
containing personal information beyond the control of the data collector or its data 
storage contractor unless the data collector uses encryption to ensure the security of 
the information. (NRS 603A.215) Section 5.5 of this bill authorizes the Office of 
Information Security of the Department of Information Technology, upon receipt  
of a well-founded petition, to adopt regulations which identify alternative methods 
or technologies which may be used by a data collector to encrypt certain data. 
Section 6 of this bill additionally prohibits a data collector from moving a data 
storage device which is used by or is a component of a multifunctional device 
beyond the control of the data collector, its data storage contractor or a person who 
assumes the obligation of the data collector to protect personal information unless 
the data collector uses encryption to ensure the security of the information. 
 

EXPLANATION – Matter in bolded italics is new; matter between brackets [omitted material] is material to be omitted. 
 
 

THE PEOPLE OF THE STATE OF NEVADA, REPRESENTED IN 
SENATE AND ASSEMBLY, DO ENACT AS FOLLOWS: 

 
 Sections 1-5.  (Deleted by amendment.) 
 Sec. 5.5.  Chapter 603A of NRS is hereby amended by adding 
thereto a new section to read as follows: 
 Upon receipt of a well-founded petition, the Office of 
Information Security of the Department of Information 
Technology may, pursuant to chapter 233B of NRS, adopt 
regulations which identify alternative methods or technologies 
which may be used to encrypt data pursuant to NRS 603A.215. 
 Sec. 6.  NRS 603A.215 is hereby amended to read as follows: 
 603A.215  1.  If a data collector doing business in this State 
accepts a payment card in connection with a sale of goods or 
services, the data collector shall comply with the current version of 
the Payment Card Industry (PCI) Data Security Standard, as adopted 
by the PCI Security Standards Council or its successor organization, 
with respect to those transactions, not later than the date for 
compliance set forth in the Payment Card Industry (PCI) Data 
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Security Standard or by the PCI Security Standards Council or its 
successor organization. 
 2.  A data collector doing business in this State to whom 
subsection 1 does not apply shall not: 
 (a) Transfer any personal information through an electronic, 
nonvoice transmission other than a facsimile to a person outside of 
the secure system of the data collector unless the data collector uses 
encryption to ensure the security of electronic transmission; or 
 (b) Move any data storage device containing personal 
information beyond the logical or physical controls of the data 
collector , [or] its data storage contractor or, if the data storage 
device is used by or is a component of a multifunctional device, a 
person who assumes the obligation of the data collector to protect 
personal information, unless the data collector uses encryption to 
ensure the security of the information. 
 3.  A data collector shall not be liable for damages for a breach 
of the security of the system data if: 
 (a) The data collector is in compliance with this section; and 
 (b) The breach is not caused by the gross negligence or 
intentional misconduct of the data collector, its officers, employees 
or agents. 
 4.  The requirements of this section do not apply to: 
 (a) A telecommunication provider acting solely in the role of 
conveying the communications of other persons, regardless of the 
mode of conveyance used, including, without limitation: 
  (1) Optical, wire line and wireless facilities; 
  (2) Analog transmission; and 
  (3) Digital subscriber line transmission, voice over Internet 
protocol and other digital transmission technology. 
 (b) Data transmission over a secure, private communication 
channel for: 
  (1) Approval or processing of negotiable instruments, 
electronic fund transfers or similar payment methods; or 
  (2) Issuance of reports regarding account closures due to 
fraud, substantial overdrafts, abuse of automatic teller machines or 
related information regarding a customer. 
 5.  As used in this section: 
 (a) “Data storage device” means any device that stores 
information or data from any electronic or optical medium, 
including, but not limited to, computers, cellular telephones, 
magnetic tape, electronic computer drives and optical computer 
drives, and the medium itself. 
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 (b) “Encryption” means the protection of data in electronic or 
optical form, in storage or in transit, using: 
  (1) An encryption technology that has been adopted by an 
established standards setting body, including, but not limited to, the 
Federal Information Processing Standards issued by the National 
Institute of Standards and Technology, which renders such data 
indecipherable in the absence of associated cryptographic keys 
necessary to enable decryption of such data; [and] 
  (2) Appropriate management and safeguards of 
cryptographic keys to protect the integrity of the encryption using 
guidelines promulgated by an established standards setting body, 
including, but not limited to, the National Institute of Standards and 
Technology [.] ; and 
  (3) Any other technology or method identified by the Office 
of Information Security of the Department of Information 
Technology in regulations adopted pursuant to section 5.5 of this 
act. 
 (c) “Facsimile” means an electronic transmission between two 
dedicated fax machines using Group 3 or Group 4 digital formats 
that conform to the International Telecommunications Union T.4 or 
T.38 standards or computer modems that conform to the 
International Telecommunications Union T.31 or T.32 standards. 
The term does not include onward transmission to a third device 
after protocol conversion, including, but not limited to, any data 
storage device. 
 (d) “Multifunctional device” means a machine that 
incorporates the functionality of devices, which may include, 
without limitation, a printer, copier, scanner, facsimile machine or 
electronic mail terminal, to provide for the centralized 
management, distribution or production of documents. 
 (e) “Payment card” has the meaning ascribed to it in  
NRS 205.602. 
 [(e)] (f) “Telecommunication provider” has the meaning 
ascribed to it in NRS 704.027. 
 

20 ~~~~~ 11



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


